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MEXAYHAPOAHOE

COTPYAHUHECTBO B CPEPE
KUBEPBE3SOINMACHOCTU B
YCAOBUAX POPMUPOBAHUA
HOBOIO MUPOBOIO NOPAAKA

Knbepbe3onacHOCTb COXPAHIET MeEPCNEKTUBBI

- [1OAXOAbI:
B3AMMOAEMNCTBMA M COTRPYAHNHECTBA ACXKE MEXAY
HEMNPUMUPUMbIMU MAEOAOTUYECKMMIUM MPOTUBHUKAMM * AMEPMKAHOLEHTPMYHbIM
« KnbepaBTOHOMHbIN
AKTYOAEH BOMPOC HEODXOAMMOCTU MEXAYHAPOAHOTO . KubepcysepeHHbI

COTPYAHMYECTBA B cdoepe KMbepbe3onacHOCTM U
HAACTPAHOBBLIX DOPMATOB MEXAYHAPOAHOTO YMPABAEHMS

MHTEPHETOM.
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CTPATEIM KUBEPBE3OINMACHOCTU
ANOHUU

o AnoHCckmM onbIT: POAb CLLUA B TAODOABHOM KMOEpPOE30MACHOCTM + POAb
CLUA B 6€30MAaCHOCTM AMNOHMM = KBUHTOCCEHLMA NMPOBAEM ANOHCKOro
NOAXOAQ K HOLMOHOAbHOM BE30MACHOCTU;

 OTCYTCTBME HOMEPEHUA TMOAUTUHECKMX DAUT CAMOCTOATEABHO U
SHEPTIMYHO MPUMHMMATE HEODOXOAMMbBIE 3AKOHbI;

« HexBaTKA  30KOHOAQTEAbBHOM  OCHOBbl  AAY  PAO3BUTMA  CUCTEMBDI
Knbepbe3onacHOCTH ANOHUM.
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UCcTOYHUK:

COCTABAEHO

I.10. Hukunopeu-Takurasa Ha
OCHOBE€ AGQHHbIX HALMOHAABHOrO
MHAekca Kubepmowum 2022

HuaepnaH HKmwHan PpaHuMA | ANoHM
obpuUT A Akl Hopen A
aHwmA
O6uwymia 1 4 S 6 7 9 16
HaumoHanbHbIA
MHOEeKC

HmMBepmowm [Tam
we: 10, Puc. 2)

HaumMoHanbHbIM MHOEHC HMBEDMOLLM B 3aBMCHMMOCTHM OT Wenei [Tam mwe: 11-12.

Puc. 3.a m 3.b]

1 | nubepcaexxa 4 29 21 11 B8 20 22

2 | Kubepobopona 3 = 1 6 22 4 13
KB

3 | ungpopmayuoHH 1 5 20 15 9 10 13
bill KOHMPOAL

4 | nubeppassedxa 1 3 4 =1 7 9 16

S | pozeumue MKT 2 4 8 7 5 11 6

6 | nubSepamaku 1 4 16 8 11 13 14

7 | nubepHopMmsr 1 2 8 = 7 6 11

MHaexKe cnocoBHOCMU CTpaH NOCTHYbL KMEepMOLWLKW B 33aBHMCHMMOCTH OT Wenei [Tam me: 27-28. Puc.

8.a m 8.b]

1| Hu Eegmemxa 19 12 21 18 a8 17 9

2 | HKubepoboporHa 1 6 2 5 27 9 22
HBH

3 | unghopmayuoOHH i S 14 10 [ 12 4
&Il HOHMP oG

4 | nubeppazsedxa 1 4 11 6 15 10 7

5 HMHKT 1 5 7 8 3 11 4

6 | rubepamakxu 1 16 26 6 4 10 12

7 | nuSepHopAMbI 1 2 9 8 11 4 13

MHAaOeH:C HOMEDEHUA CTPaH O0CTHYL KMBepMOLLM B 33aBMCHMMOCTHM OT wenei [Tam mwe: 29-30. Puc. 9.a

u 9.b]

1 | kubeponexcxa 1 29 21 11 13 19 25

2 | HubepobopoHa 3 9 1 12 16 4 6
HBH

3 | unghopmayuoOHH 1 9 24 16 12 11 17
eIl KOHMPOAs

4 | nubeppazsedxa 8 7 2 g9 3 10 22

5 KT 7T 6 16 8 9 12 17

6 | ruGepamakKu 3 1 2 12 14 17 15

7 | nubeprHopmer 1 7 13 3 3 9 15
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AOBYLIKWU
AMEPUKAHOLULEHTPUMHOCTHU CHKB

« OT1cyrctBMe cobcTtBeHHoro nporpecca passutigd UKT MAM AQXKE €ero perpecc.
Paszsutme MKT 9BAAETCH OAHUM 13 AEUCTBUMN AAT HOPALLMBAHMA KMOEPMOLLIM;

« He BCe nMnpoBAEMbl HAUMOHOABHOM OE30MACHOCTM TMOAAEXAT KOAAEKTMBHbLIM
pewleHmnim. UKT - 3TO OY4eHb KOHKYPEHTHAS OOAQCTb, B KOTOPOWM CTPOHbI HE
COTPYAHUYAIOT APYT C APYTOM B YLLLEPD CBOEMY AMAEPCTBY;

* (BO3pacCTaloLLLAd ACMMMETPUAN BO B3IAMMOOTHOLLEHMAX C CLUA;

* COMHUTEABHBIM PEAAbHBIM 2FOTOEKT AMEPMKAHCKOM MOMOLLIM AMOHUM B ODAQCTH
Knbepbe3onacHOCTH.



3BOAIOLIMSA CHKE SMOHUK

2000 r. - «[1AQH AEUCTBUMM MO CO3AAHUIO CUCTEMbI 3ALLMTEI MHAOOPMALIMOHHBIX CUCTEM),
«CneumaAbHbIM MAOH AEMNCTBMM MO BOopbOE C KMOEPTEPPOPUIMOMY, (MHAYTYPALMOHHOS
HOLMOHAAbHAS CTPATETMI MO MHADOPMALLMOHHOM OE30MACHOCTMY,

2014 r. - «ba3osbit AKT No KnbepbesonacHoctmy, Crparermieckmm Ltad m CoBeT Mno
Knbepbe3onacHOCTH;

2015 1. - HAUMOHAABHbLIM LLEHTP TOTOBHOCTM K WMHUMAEHTOM WU CTpATErMM
KMoepbe3onaCHOCTH, KOTOPbIM BMecTe C CHMAAMM CAMOOBOPOHLI dArnoHum (CCH) 1
NOAULMEN AOAXKEH ObIA KOOPAMHMPOBATb MOAUTMKY M KOMOHAOBOTbH CO3ACHHOM B
cocrtase CCYH Kmnbeprpynnon. HOLMOHAOAbHOS cTpaTterma knbepbesonacHoctn (HCKB);

2017-2020 r. - Otm4etbl O  HEYAOBAETBOPUTEABHOM  COCTOAHMM  CUCTEMDbI
Knbepbe3onaCHOCTU M HEODXOAMMOCTM CO3AAHUA paboyven cTpaTtermu;

2022 1. - OOHOBAEHHbIE CTpATEMMYECKME AOKYMEHTbI B CBA3M C YCAOXXHMBLLIEMNCH
MEXAYHOPOAHOM obcTtaHoBkom B 2022 roay. B 4vactHoctm CHB ¢ pasaeAom Mo
KMoepbe3onAaCHOCTM C TPEMS 3AAQYAMMU;

2024 1. - HEYAOBAETBOPUTEABHbBIE PE3YALTATHI U TEMIM PELLEHMA 3AAQY U BO3PACTAOLLLEE
OTCTABAHUE AMNMOHUM,



YITAYBAEHUE UHTETPUPOBAHHOCTH
ANOHUN B AMEPUKAHOLEHTPUYHYIO
CUCTEMY COTPYAHUYHECTBA B CPEPE
KUBEPBE3ONMACHOCTH

« 2020 T. - NOANMMCAHA MHAMBMAYOABHOS MPOTPAMMA MAPTHEPCTBA B OOAACTU
KnbepbesonacHocTn ¢ HATO

e 2021 T. - 309BAEHO HOMEPEHME YKPEMAATL COTPYAHUYECTBO B CAPEPE
KnbepbesonacHocTn ¢ AUKUS

e B 2022 1. AeKAQPAUMM O BYAYLLLEM UHTEPHETA — AMEPMKAHCKOTO MPOEKTA,
3AKPENAJIOLLLETO AEAEHUNE KMOEPMPOCTPAHCTBA HA «CBOMX) M (HY>XKMX)

« 2023 1. - co3aaHa Paboyag rpynna MUNA Pecnyoamkm Kopes, CLUA v ArnoHmm
MO COTPYAHMYECTBY B CBA3M C KMOepyrposzamm KHAP
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NAATPOPMbI B3BAUMOAENCTBUS
YEPE3 POPMAT ACEAH+3

« ASEAN-Japan Cybersecurity Policy Meeting (AJCPM);

« ASEAN-Japan Cybersecurity Capacity Building Centre (AJCCBC);
« ASEAN-Japan Cybersecurity Community Alliance (AJCCA) ;

« RCEP




MNOAXOA PUAUNTNNH

AMEPUKAHOLIEEHTPUYHbIU

« COBMeCTHble YYEeHUAA N TPEHUPOBKMU;

« BunarepanbHbie 1 MHOFOCTOPOHHUE COTrMALUEeHUS; @

~
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Co3paHne COBMECTHbIX KNOepLeHTpoB / .
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* lporpammbl ob6MeHa ¥ TPEeHUHIOB,




HALMOHAADBHbBI/ NAAH
KUBEPBE3ONACHOCTH
PUAUNMUH (NCSP) 2023-2028

« NCSP 2023-2028 — 310 BTOpas Mtepaumsd NCSP. OH YAYYLLIOET OCHOBY MPEAbIAYLLLETO
MAQHQ U IBASETCH MPOAYKTOM COAEPXKATEAbHBIX KOHCYABTALIMM MEXAY PA3AMYHbBIAMM

30UHTEPECOBAHHBIMM CTOPOHAMM KOAK M3 TOCYAQPCTBEHHOIO, TAK M M3 YOCTHOrO
CEKTOPOB.

* [lporpamma NCSP cootsetcTtByeT [NMAQHY PA3BUTUA PUAUMMIMH HA 2023-2028 roAbl,
Crparermm HAUMOHAAbHOM OE30MACHOCTM, HAUMOHAABHOM CTpaATeErmn O0pPbOLI C
KMOEpnpPEeCTYNMHOCTBIO U APYIMM  CTPATEMMAM,  PA3PAOOTAHHBIM  APYTUMM
HOLUMOHOABHBIMW  MPOABUTEABCTBEHHBIMM  YYPEXAEHMIMM, KOTOPLIE 3AHMMAIOTCH
BOMNPOCAMM KMOepOe3onaACHOCTM.




SBOAIOLUNA CTPATEIUA
PUAUTNTIUH

Department Circular No. 001 s. 2024: Guidelines for The Submission of the Information Systems Strategic Plan for the Technical Review, Evaluation, and Endorsement of the Department of
Information and Communications Technology

Department Circular No. 002 s. 2024: Declaration of the Theme and Guide for the National ICT Month 2024 Celebration

Department Circular No. 003 s. 2024: Prescribing Policies and Guidelines on the Cybersecurity Protection of Government Digital Assets Stipulated in the National Cybersecurity Plan 2023-2028
Department Circular No. 004 s. 2024: Prescribing the Adoption of a Layered Security and Defense Approach to Digital Information Security Measures Relevant to Cybersecurity for Government
Agencies

Department Circular No. 005 s. 2024: Reporting Mechanisms and Mandatory Disclosure of Cybersecurity Incidents for the Government

Department Circular No. 006 s. 2024: Guidelines for the Vulnerability Disclosure Initiative

— 2024

- 2023

DICT Technical Advisory on Medusa Ransomware
Department Circular No. 001 s. 2023: Startup Grant Fund Guidelines

Department Circular No. 002 s. 2023: Implementation of the Courses for Literacy in the Internet and Computer Knowledge Project (Project CLICK) and Providing Amendments to the Terms of
Engagement

- 2022

Department Circular No. 01 - Rationalizing the Registration, Accreditation and Monitoring of Independent Tower Companies, Satellite Service Providers and Operators, and Private Express
and/or Messengerial Delivery Service Operators

Department Circular No. 02 - Election Offenses Under the Omnibus Election Code For Telecommunications Service Providers, Holders Of Certificate Of Public Convenience, Franchises, And Other
Forms Of Authorization Issued By The Department Of Information And Communications Technology And The National Telecommunications Commission

Department Circular No. 03 - Consolidation of The Digital Learners and Teachers, Cybersafe Learning, and Information and Communications Technology (ICT) Skilling/ Upskilling Projects into the
Digital Learners Project (DLP) As COVID-19 Response, Resiliency, And Recovery Measures

UcTo4Huk: hitps://dict.gov.ph/department-circulars
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HALMUOHAABHbLIU NAAH
KUBEPBE3ONACHOCTU PUAUTNUH
(NCSP) 2023-2028

3 OCHOBHbIE LLeAM:

* [[DOOKTMBHAY  3ALUMTA 7 obecneyeHmne ©e30NaCHOCTH B
KMOEepnpoOCTPAHCTBE;

* [1OBbILLEHMNE YPOBHA KOMNETEHLMN B OOAACTU KMOEPOE3ONACHOCTH;
* YKPEMAEHME HOPMATMBHO-MNPABOBOM ©a3bl KmMbepbe3onacHOCTH.




Coordinate national protection, prevention, and mitigation of,

and recovery from cyber incidents
Disseminate domestic cyber threat and vuinerability analysis
Secure govemment and civilian infostructure
Gather foreign cyber threat intelligence
and determine attribution

Secure national security and military systems

Support the national protection, prevention,
i W oy mitigation of, and recovery from
Conduct domestic collect i EENr MG
and dissemination of cyg:,m g Investigate cybercrimes under military
inteligence jurisdiction (cyberdefense)
Support the national protection, \
preventon, mitigation of, and recovery  je—
from cyber incidents
Coordinate cyber threat investigations
"WW INTELLIGENCE COMMUNITY:

CYBER THREAT INTELLIGENCE AND ATTRIBUTION

(NSC, NICA)

NATIONAL CYBERINTELLIGENCE PLATFORM:

SHARED SITUATIONAL AWARENESS

IDENTIFY PROTECT DETECT RESPOND RECOVER

\\\m i COORDINATE WITH PUBLIC, PRIVATE, AND INTERNATIONAL PARTNERS
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KAKOYEBBIE PASAUYUSA CTPATEMNU

PUAUNTMUHDI;

¢ POKYC HA CO3AAHMM HOBOM MHADPACTRYKTYPbI, PEOCPIAHM3ALUM U
KOAPOB;

« HeonpeaeAeHHOCTb B OTHOLLUEHMM MCTOYHUKOB YIpO3;
* 30BUCUMOCTb OT MEXAYHAPOAHOM MOMOLLM, HO HET akueHTa Ha CLUA

AnoHus:
* YKpEenAeHme CYLLLECTBYIOLLIMX CUCTEM DBE30MNACHOCTM C ONOPOM HA
cotpyaHmyecTso ¢ CLUA;

o [Mpamoe YNOMUHAHUNE MCTOYHMKOB KMOEPYrpo3;
e AKLLEHT HO TAODAOABHOM BE30MACHOCTM U MHHOBALLMAX.



B3AUMOAEUCTBUE PUAUMTIUH C
ANOHUEN

CoTpyaHU4ecTBO

MIlE
[enaptameHT MuHUCTEPCTBO
NHpOpMaLMOHHO= BHYTPEHHUX Aen v
KOMMyHMKaLlMOi-iHbIX KOMMYHUKaLWIA
TeXHOnorun AnoHun
dununnuH (DICT) (MIC) ~
N MepBbiM ANOHO-AMEPUKAHO-

couAMnNnUHCKUI Kubepamaaor
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MEPCMEKTUBbI COTPYAHUYECTBA
JICA-DICT

* PO3paboTKA Y4E€OHbBIX MOAYAEU AAS MOBbILLEHNA KBAOAMAOUKALMM
CNEeUMAAMNCTOB.

* MIpoBEAEHME CEMMHAPOB U MPAKTUKYMOB MO KOOPAMHALMM MEXKAY
CEKTOPOMMU M CXEMAM COTPYAHMYECTBA.

* [1OBbILLEHME OCBEAOMAEHHOCTU B OBAACTM KMbepbe3onacHOCTH
yepes3 0OPA30BATEAbHLIE MATEPMAABI U TOEHUHIA.




N

S B PAMKAX ACEAH PUAMMANMUHSI
HAPALLUBAIKOT CBOE YHYACTUE B
CPEPE KUBEPBE3OINMACHOCTHU

 The ASEAN Foreign Ministers’ Meeting (AMM);
« The ASEAN Digital Ministers Meeting (ADGMIN);

« The ASEAN Regional Forum (ARF) which focuses on confidence-building measures
among mempbers;

« The ASEAN Defense Ministers’ Meeting-Plus (ADMM-Plus) which focuses on
cybersecurity issues related to defense and military sectors;

« The ASEAN Ministerial Meeting on Transnational Crime (AMMTC) which focuses on
cybercrime.

« The country shall also increase its engagement in the ASEAN Cybersecurity
Coordinating Committee (ASEAN Cyber-CC). The body coordinates discussions at
the various ASEAN bodies.

UcTo4Huk: National Cybersecurity Plan 2028 | DICT



CNACHBO
3A BHUMAHME!

Hukunopeu-Takurasa NaAamHa KOpbeBHAQ, A.M.H., Mpodheccop, pykoBoamteAs HYI «<ACEAH,
EPUKC+, HATO+: nepcrnektmBbl Q3nMAaTCKOM MHTEerpaummy PMIMI HAY BLLS

Gnikiporets-takigawa@hse.ru

XuteBa AarekcaHapa CepreeBHa, nccaeaoBareab HYI «<ACEAH+, BPUKC+, HATO+:

rnepCcrneKkTrBbl A3MATCKOM MHTErpaAUmm)y PMIMIT HAY BLLIS

akhiteva@hse.ru



